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Abstract. Inferno distributed filesystem is a peer-to-peer application of
melua grid software for reliable, transparent and secure data storage on
local or metropolitan networks.

1 Motivation

Distributed data storage was always very cheap way of increasing disk capacity on
network. There is a lot of ways to do it but almost all methods rely on on distributing
data using some central points which may fault. We wanted to have network filesystem
which wouldn’t rely on any central point and would be fault-tolerance and transparent
and have ideas from Venti [3] archival file server and p2p clients.

We noticed that many users share data on LAN through Samba or FTP servers.
Many files on network is stored on many computers wasting disk capacity and we can’t
get data from those computer that are offline. A lot of users put restrictions on accessing
to they shared data by limiting download speed or deny from accessing for decreasing
their CPU load.

This paper is about how to overcome many problems in creating distributed decen-
tralized filesystem with load balancing and other features on network where we can trust
no one. It is strongly encouraged to read [2] first.

2 Application

IDFS is a application of melua grid software [2] which is software package for creating
distributed environments on TCP/IP networks and it uses this environment for creating
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network storage. This storage would have this features:

e transparency — access to storage is provided through standard file I/O operations
in mounted directory (e.g. /mnt/idfs on UNIX or Z: on Windows)

e decentralization — there is not any central point and failure of nodes doesn’t affect
other nodes

e security — encryption,authorization and authentication
e fault-tolerance — node failures won’t affect availability of data in storage
e load balancing — data would be on many nodes to decrease CPU load

e portability — users may use different architectures or operation systems to access
storage

e license — as a free software for non-commercial usage

As a application IDFS is file server which provides Styx [6] protocol on its standard
input and output and mounts it to /shared/idfs directory which is then exported to
grid. Application runs on every node in grid and manages data storage by accessing to
/usr/*/*/idfs directories in global namespace. Due to mesh topology of melua grid it can
directly communicate with other nodes through filesystem interface.

; mount {idfs.dis} mnt

Inferno distributed filesystem idfs

; cd mnt

; 1Is -1

——rw-r—-r-—- M 2 v92 v92 0 Jan 01 1970 ctl
——rw-r—-r—— M 2 v92 v92 0 Jan 01 1970 debug
——rw-rw-rw— M 2 v92 v92 0 Jan 01 1970 dirtree

b

e ctl file is used to control local configuration of idfs server by writing commands
to it.For example

; echo dirtree compressed > ctl

would provide new file named dirtree.gz which is compressed version of directory
structure

e dirtree includes one S-expression which represent directory structure of a filesys-
tem

e debug is for debugging purposes
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Fig. 1. IDFS is on top of abstraction of computer which provides its resources

3 Network

3.1 Directory structure

Directory structure is held in file dirtree which consist from one S-expression [5].
S-expressions are easy to parse, express tree-like structures (without cycles),platform
independent. Example:

( / ( mode (d) perm (user8 group 755) entry (
test ( perm (userl group2 755) mode (fces)
IDA (idal (hashl hash2) ida2 (hash8 hash9))
time (created (user modified) access)
open()
)
fest ( perm (user2 group2 644) mode (fs)
IDA (idal (hashl hash3))
time (created (user2 modified) access)
open (user2 rw)
)
dir ( perm (userl rwx) mode (ds) e ()
time (created (user modified) access))
) time (created (user modified) access)

)

This is an example of simple directory structure consist from root directory,two files and
one empty directory. Every entry in dirtree consist from attrib value pair where attrib is
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name of one element in path or is it attribute’s name and value is a list or atom. Possible
attributes with their values are:

e mode —file,directory,compression,encryption, snapshots. Attributes are inherited
from actual directory for newly created files or subdirectories and they may be
changed anytime but for old files must be this change explicit.

e perm — standard UNIX-like permissions are in format owner group other perm

e time — time access attributes are same as in UNIX except modified. According to
Styx protocol there is also a username stored of user who last modified file.

e IDA — consist from at least one IDA block with maximum size 32MiB each.First
item of IDA block is dispersal matrix and second is list of # SHA-1 hashes.

e open — indicates who has opened file. It has format open (user] flags user2 flags
user3 flags ... userN flags) where flags may be read or write.

3.2 Data transformations

Every data block that is read or write to storage grid must proceed through few data
transformations which prepares data.

3.2.1 Compression and encryption

Compression and encryption would be provided (in this order) only if appropriate flag in
mode attribute is set. For compression there is used gzip-compatible stream compression
but only for files that are not compressed yet (excluding compressed files). And for
encryption IDEA,DES or AES ciphers every in ECB or CBC mode may be used.
Default configuration may be set through ct#! file.

3.2.2 Information Dispersal Algorithm

Information dispersal algorithm [4] breaks file into n blocks in such way that any m
blocks would be sufficient to reconstruct original file.

m<n

Size of each block is
171,
ytes
m

where | F'| is a file size and added redundancy is

g

(m ) % 100%
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Fig. 2. Histogram of nodes availability from 16.1.2008 23:30 to 19.2.2008 23:30

Because n and m are IDA parameters, we may tune its redundancy dynamically based on
distribution model. These parameters are set to their default values (n = 14 m = 7).0One
of the important features of IDA is that mixes parity with data together so m — 1 blocks
give no information about F but Rabin proposed in [4] that m — 1 may provide some
information.

Every large file is divided into 32MiB blocks which are transformed through IDA
and it is called IDA block. It is because reconstruction of large files would be too long
and would consume a lot of memory.

3.3 Distribution

Distribution is done through Distributed Hash Table [7] which is suitable for large
decentralized p2p networks and it also has to consider many aspects of nodes. The most
important factor of every node is its uptime. Longer the node is online it considered as
more reliable and vice versa. Such nodes have tendency to group in the beginning of the
array of nodes and more faulty nodes are on opposite side of array.Second is capacity
but if there is not enough disk space on one node we understand it as a fault and we go
on. To create best model for writing or reading to the storage which will consider many
aspects of network we had to study users behavior on network.
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Fig. 3. Distribution model for 99 nodes (m = 11, n = 22) and three probability levels

3.3.1 User behavior

For a observation purposes we used part of network of Presov’s local provider which has
2335 users where we measured every hour their availability (Figure 2) using ARP. In this
type of network we can’t be sure with anything because there is big fluctuation of nodes
so we had to create model that would be robust enough. We expected to see a Gaussian
curve but tests showed us that large part (92%) of user group use their computers only
few hours per day. There is also a group of users (7.4%) who run their computers for
more than 400 hours per month.So based on this data we created theoretical model.

On a Figure 3 we used cylindrical coordinate system where nodes are set on cylinder’s
circumference in such way that they divide SHA-1’s range (2'%?).On bottom there are
only m nodes which are considered as more reliable but for the rest of nodes only (n—m)
blocks are distributed. In ideal case every file stored in grid would be dispersed on all
nodes, but there are some performance issues which would make IDA transformations
very slow if m or n are too big.For nodes on same level

O:xogzlgxg... SCCi:ZIGO*l

Where i is number of nodes on same probability level (for bottom it is m). Probability
level is a set of nodes with similar probabilities. Every node gets SHA-1 hash by this
formula:

x; = hash(IP, port, username)

Using this system we may simply read and write data from nodes using hash of its
blocks. Every file that is about to be stored into grid is dispersed into n blocks using
IDA and then hashes of these blocks are computed. Now we have pair (hash,data) and
we have to search for node which its hash is above our hash.

T < datapgsh < T;
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Write copies block into node’s (with hash z;) idfs directory.We do this for every proba-
bility level. Read operation gets hashes from dirtree file and then it searches on nodes
with nearest x;. So if write or read operation fail we just move to next probability level
and read/write would be done from less reliable nodes. Next step is to notify whole grid
about our changes using broadcast.

3.4 Efficient Broadcast

For file operations open(),close(),delete() we have to notify every node in grid because
we need preserve consistency of directory structure.These operations are done as a
update messages to dirtree file.Example:

; echo ( /test ( open ( userl rw ))) > dirtree
; echo ( /test ( IDA ( idal (hashlhash8)))) > dirtree

Writing this type of message would update dirtree and notify every node, that file /test is
opened by userl in read-write mode.Same method is used when we want to update data
blocks of file or directory. In second example we updated first IDA block of file /test.

Notification itself can’t be done by writing same message to each node because it
would be too slow (O(n)) and waste bandwidth by transmitting same data. Better method
is to use binary tree which notify every node in O(log, n) and it is already represented
as an array of files provided by registry server in /mnt/registry directory. Every node
with index i have its descendants on positions 2¢ and 27 + 1. Because nodes are sorted in
registry by time of creation it reflects which nodes are more reliable than others. More
reliable nodes are on the beginning of array so notify starts from node with index O.

When snapshot flag is set,every notification is logged to achieve transparent version
control system.Idea is that user may change any directory into its earlier versions writing
command into ct/ file. Example:

; echo snapshot / 010120081734 > ctl

Would change whole root directory into state on 1.1.2008 at 17:34.

IP Multicast was also considered, and we would like to have it as a option to use
it. There are some problems in using multicast for reliable data transfer, so we took
inspiration from Digital Fountain [1] which uses Tornado codes and use IDA instead.

4 Performance issues

Performance for this project is very critical because it affects processing speed. Data
transformations are very time consuming and increases system load. Many optimizations
can be done. IDA uses matrix multiplication which can be reduced from o(n?) to
O(n'°82 ) using Strassen matrix multiplication and multiplications itself may be reduced
using FFT multiplication (over GF(2)) which reduces time from O(n?) to O(nlog n).
But these types of optimizations works well for big n,m and data blocks from 21° bits.
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Inferno implementation of IDA uses for computing Galois Field which computes

only small data blocks 16 bits wide. Arithmetic in GF is well optimized for this purposes
because addition and subtraction is reduced only into XOR operation and multiplication
consist from shifts and additions.

It is still subject of research what is better, if it is using FFT multiplication using big

blocks or Galois Field arithmetic but on small values.
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